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CONTROL YOUR UPDATES

How to stop Windows 10 auto updates

Windows 10 software updates install on your device automatically (whether you like it or not), but this guide can help you
retake control and decide when to install them.

MAURO HUCULAK 26 Jan 2017 =72
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O NotConfigured ~ Comment:
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Advanced options

Looking for info on the latest updates?
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On Windows 10, you no longer have absolute control over software updates.
They're mandatory, and they download and install automatically to ensure your
device stays up to date with the latest security patches and improvements.
This approach is convenient for many users, but it's not one that everyone
wants.

If you're running Windows 10 Pro or higher, it's possible to retake control and
prevent the OS from downloading and installing updates automatically using
the Local Group Policy Editor or the Registry.

In this Windows 10 guide, we'll walk you through the steps to prevent updates
from automatically installing on your computer.
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How to prevent automatic updates using the Local Group Policy Editor

If you run Windows 10 (Professional, Enterprise, or Education ), you can use the
Local Group Policy Editor to quickly change the settings to prevent Windows

10 from automatically downloading and installing updates.

Here's how to change the Local Group Policy Editor settings:

Use the Windows key + R keyboard shortcut to open the Run command.

2. Type gpeditmsc and click OK to open the Local Group Policy Editor.

Browse the following path:

Compu

Components\Windows Update

.on\Administrative Templates\Windows

4. On the right side, double-click the Configure Automatic Updates policy.

B Local Group Policy Editor

File  Action View Help

o= nE2HEET

| Windows Defender
» [ Windows Error Reporting
» [ Windows Hello for Business

v i, User Configuration
| Software Settings
| Windows Settings
| Administrative Templates
£ >

22 setting(s)

iz| Always automatically restart at the scheduled time

Mot configured

[ Store Setting State Comment
L Syne your settings " Defer Windows Updates
__ LabIELRC \iz| Do not display 'Install Updates and Shut Down' option in Sh... Mot configured Mo
_ TE_Sk Scheduer \iz| Do not adjust default option to 'Install Updates and Shut Do... Mot configured Mo
~ | Windows Calendar _ : g 2
| Windows Color System i-| Enabling Windows Update Power Mafnager‘r?entto autemati.. Mot conf?gured Mo
=| Windows Customer Experience Imp |2 Turn off auto-restart for updates during active hours Mot configured :0
o

| Windows Ink Workspace i=| specity intranet Microsoft update service location Mot configured Mo
] Windows Installer =] Automatic Updates detection frequency Mot configured Mo
| Windows Logon Options \iz| Remove access to use all Windows Update features Mot configured Mo
| Windows Mail \iz| Do not connect to any Windows Update Internet locations Mot configured Mo
~| Windows Media Digital Rights Man: \i=] Allow non-administrators to receive update notifications Mot configured Mo
1 Windows Media Player =] Do net include drivers with Windows Updates Mot configured Mo
] Windows Messenger || Turn on Software Motifications Mot configured Mo
; Windows Mobility Center =] Allow Automatic Updates immediate installation Mot configured Mo
- Windows PowerShell |=] Turn on recormmended updates via Automatic Updates Net configured No
; Windows Relability Anslyses Mo auto-restart with logged on users for scheduled automat...  Not configured Mo

’ “ Wir‘ldows Remate Management (¥ \i=| Re-prompt for restart with scheduled installations Mot configured Mo
= W!ndows Bemote shell \iz| Delay Restart for scheduled installations Mot configured Mo

= |z Reschedule Automatic Updates scheduled installations Mot configured Mo
iy ,il Settings |iz| Enable Flient-sidetargeting - . Mot conﬁgured Mo
\i=] Allow signed updates from an intranet Microsoft update ser.. Mot configured Mo

Extended ) Standard /
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including:
O 2 - "Notify for download and notify for install."
O 3 - "Auto download and notify for install."
O 4 - "Auto download and schedule the install."
O 5 -"Allow local admin to choose setting."

You should select the update option you want to configure. If you select

option 4, you can specify exactly when to install new updates. You can also

choose to install updates during automatic maintenance, on a particular

day and time, and you can even check the option to include other Microsoft

product updates when updating the OS.

A Configure Automatic Updates

E} Configure Automatic Updates

Previous Setting Mext Setting

Windows XP Professional Service Pack 1 or At least Windows 2000 Service Pack 3

() Mot
(®) Enak.o. .
() Disabled

Supported on:
Opticns:

Help:

Cenfigure automatic updating:
2 - Motify for download and notify for install

The following settings are only required and
applicable if 4 is selected,

I[] Install during automatic maintenance
Scheduled install day:

0 - Every day ~
Scheduled install time:

03:00 ~

I ] Install updates for other Microsoft products

S

Specifies whether this computer will receive security updates and
other important downloads through the Windows automatic
updating service.

Mote: This policy does not apply to Windows RT.
This setting lets you specify whether automatic updates are
enabled on this computer, If the service is enabled, you must
select one of the four options in the Group Policy Setting:
2 = Motify before downloading and installing any updates.
When Windows finds updates that apply to this computer,
users will be notified that updates are ready to be downloaded.
After going to Windows Update, users can download and install

any available updates,

3 = (Default setting) Download the updates automatically
and notify when they are ready to be installed

Windows finds updates that apply to the computer and

OK Cancel
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While you can pick from any of the available options, your best choice is

ORDER wv

probably 2 - Notify for download and notify for install. This option will not only
prevent the OS from downloading updates automatically, which can save you
data when using a metered internet connection, but you'll get a notification

when new updates are available.

When new updates are released, you'll receive a notification in Action Center,
but updates won't download and install until you're ready and do the following:

Open Settings.

Click on Update & security.
Click on Windows Update.
Click the Download button.

A ow oo

< Settings

@ Home Update status

| Find a s ] Updates are available.

Update & security
Updates are ready to download
I 23 Windows Update
Download
¥ Windows Defender

Update history

(where charges may apply).

i For developers Change active hours

Az Windows Insider Program Restart options

Advanced options

Looking for info on the latest updates?

Learn more

+ Definition Update for Windows Defender - KB2267602 (Definition 1.235.1132.0).

T Backup
D Recovery Update settings
Activation Available updates will be downloaded and installed automatically, except over metered connections

9. Click the Restart button to complete the task.

How to prevent automatic updates using the Registry

Instead of using the Local Group Policy Editor, you can also change the

Windows 10 updates using the Registry.
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you make a full backup of your ¢

n =

3. Browse the following path:

ORDER wv

-y [

omputer before proceeding.
Use the Windows key + R keyboard shortcut to open the Run command.
Type regedit, and click OK to open the Registry.

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows

4. Right-click the Windows (folder) key, select New, and then click Key.

L Registry Editor

File Edit View Favorites Help

PeerDist

Peernet

SOMClient
SystemCertificates

TPM

v - Windows

Appx Collapse
BITS New
Currel B
DataC

Delive Delete
Enhar Rename
IPSec

Netwe Export

T_USER

Name
ab] (Default)

Key

String Value

Binary Value

DWORD (32-bit) Value
QWORD (64-bit) Value
Multi-5tring Value
Expandable String Value

System
WemSwve
Workplaceloin
| WSDAPI
Windows Advanced Threat Protection
Windows Defender
Windows NT
RegisteredApplications
ThinPrint
Vidware, Inc.
WOIAAT I nele

W

Type Data
REG_SZ (value not set)

Computer\HKEY_LOCAL MACHINE\SOFTWARE\P olicies\Microsoft\Windows

9. Name the new key WindowsUpdate and press Enter.

6. Right-click the newly created key, select new, and click Key.
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Appx

BITS

CurrentVersion
DataCollection
DeliveryOptimization
EnhancedStorageDevices
IPSec

Network Connections

NetworkConnectivityStatusindicator

NetworkProvider
safer

SettingSync
System

WemSve
Workplaceloin
WSDAPI
WindowsUpdate

Windows Advanced Expand

=

New

String Value
Binary Value

Find...

Delete

DWORD (32-bit) Value Rename
CWORD (B4-bit) Value
Multi-String Value
Expandable String Value

Export

Permissions...

Copy Key Name
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ab] (Default)

REG_SZ (value not set)

ORDER wv

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate

7. Name the new key AU and press Enter.

Inside the newly created key, right-click on the right side, select New, and
click on DWORD (32-bit) Value.

% Registry Eqies

File Edit Vi

SYSTEM

HKEY_USERS
LIFEY FHRRERMT FOREIS

BITS

CurrentVersion
DataCollection
DeliveryOptimization
EnhancedStorageDevices
IPSec

Metwork Connections

~ || Name

ab] (Default)

Type Data
REG_SZ (value not set)

Ei";ﬁj]AUOptmns

REG DWORD C000000DG (5]

Key
String Value
Binary Value

NetworkConnectivityStatusindi
NetworkProvider I

DWORD (32-bit) Value

safer
SettingSync
System

CQWORD (B4-bit) Value
Multi-String Value
Expandable String Value

WemSve
Workplaceloin
WSDAPI

- | WindowsUpdate

AU
Windows Advanced Threat Protection
Windows Defender
Windows NT

RegisteredApplications
ThinPrint

VMware, Inc.
WOWB432Mode

¥}

Computet\HKEY_LOCAL_ MACHINE\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdatel AU

9. Name the new key AUOptions and press Enter.

10. Double-click the newly created key and change its value using one of the

following

options:

O 2 - "Notify for download and notify for install."

O 3 - "Auto download and notify for install."

O 4 -"Auto download and schedule the install."
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E’ Registry Editor

File Edit View Favorites Help

v .| | Windows || Name Type

Appx ab| [Default) REG SZ

Data

(value not set)

BITS
CurrentVersion

24| AUOptions REG_DWORD

(h00000002 (2)

DataCollection

DeliveryOptimization
EnhancedStorageDevices Edit DWORD (32-bit) Value
IPSec
Network Connections Value name:

NetworkConnectivityStatusindicator |AUOpt\ons

NetworkProvider Value data: Base

i

SettingSync S
System s
WembSve

Workplaceloin

WSDAPI

Cancel

v WindowsUpdate
L e
Windows Advanced Threat Protection
Windows Defender
Windows NT
RegisteredApplications
ThinPrint
Viiware, Inc.
WOWB432Node
SYSTEM

HKEY_USERS
LIKEW CHRRERMT COREIS

W

Computer\HKEY_LOCAL MACHINE\SOFTWARE\Policies\Microsoft\Windews\WindowsUpdate\ AU

11. Click OK.

12. Close the Ranietns ta complete the task.

Although youu cuii use uny of these available values, your best choice is to
change the value to 2 to configure the "Notify for download and notify for

install" option. Using this value prevents Windows 10 from downloading

updates automatically, and you'll get a notification when new updates are

available.

After tweaking the Registry, when new updates become available, you'll receive
a notification in Action Center, but updates won't download and install until

you're ready and do the following:

Open Settings.

Click on Update & security.
Click on Windows Update.
Click the Download button.

N ow oo
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%# Home Update status
| Find a setting o] Updates are available.
+ Definition Update for Windows Defender - KB2267602 (Definition 1.235.1132.0).
Update & security
Updates are ready to download
I 23 Windows Update
Download
¥ Windows Defender
_ Update history
T Backup
D Recovery Update settings
@ Activation Available updates will be downloaded and installed automatically, except over metered connections

(where charges may apply).

i For developers Change active hours

Az Windows Insider Program Restart options

Advanced options

Looking for info on the latest updates?

Learn more

9. Click n to complete the task.

Wrapping things up

The steps mentioned in this guide are meant to prevent regular updates that
patch security vulnerabilities and improve the overall performance of Windows
10. If you're looking to prevent the OS from installing feature updates, such as
the Windows 10 Fall Creators Update, you need to use this guide to defer major
updates.

We do not recommend using a computer without the latest updates, because
they're often key to keeping your Windows 10 PC running properly. However,
there will be times when you may want to manually apply new updates, when
you want to install them during a particular time, or because you want to wait
until you're sure the update will not cause issues.

If you only want to prevent your computer from restarting when you're actively
using it you can configure Active Hours in the Settings app.

More Windows 10 resources

For more help articles, coverage and common questions about Windows 10,
check out the following resources:
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